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 IT Security Analyst – EX22  

   

 
OVERVIEW: 

This position sets policy governing IT security, runs, and participates in technical projects or initiatives to improve the security 

of the environment. This position will report on the cybersecurity program, material cybersecurity risks, and other 

responsibilities as specifically laid out in this position description, including confidentiality of nonpublic information; the integrity 

of the organization's information system; cybersecurity policies /procedures; material cybersecurity risks; overall effectiveness 

of the cybersecurity program; cybersecurity events; and cybersecurity training program. 

 

RESPONSIBILITIES: 

  
• Lead the Information Security Program. 

• Establish governance and develop culture. 

• Integrate Security into strategy. 

• Utilize security frameworks. 

• Operate the security function. 

• Process Improvement. 

• Other duties as assigned. 
 
QUALIFICATIONS: 

 
• Four year/Bachelor's degree in IT related field. Alternatively, at least seven years applicable professional experience 

and demonstrated strong technical acumen through technical certification such as ISACA CISM or ISC2 CISSP is 
desired. 

• Minimum of five years information security experience required. 

• Minimum of two years of leadership/direct management experience is preferred. 

• Professional well developed interpersonal skills essential for professional interactions with all company employees.  

• Working knowledge of front and back office procedures in an insurance institution is a plus. 

• Ability to prioritize tasks, manage time and projects with resources from within and outside department. 

• Requires detailed, team oriented working style with the ability to apply critical thinking to resolve problems in new 
situations. 

• Understanding of network security systems including enterprise patching, anti-virus, IDS/IPS, content filtering, port 
scanners, sniffers, DLP, NAC and other network utilities. 

• Experience with network based applications including backup, Active Directory, and network management. 

• Strong communications, writing and editing skills needed to transfer information to individuals involved in systems 
support process. 

• Ability to communicate clearly, to both technical and non-technical audiences. 

• Ability to write policies and procedures; ability to prioritize work and meet deadlines. 

 
 

 HOW TO APPLY: 

 
Contact Mark Schuster, VP of Organizational Development 
mschuster@ruralins.com or (608) 828-5404 
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